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A APPENDIX
A.1 Time To First Byte when using Camoufler

with different IM apps
In this subsection we present the TTFB of Signal, Skype, Slack and
Whatsapp IM apps in Fig. 13, Fig. 14, Fig. 15 and Fig. 16 respec-
tively. As evident from the graphs, majority of the websites’ first
byte was received withing 3s, across all IM apps. Except for What-
sapp, which as described in the previous subsection, was automated
using selenium framework and this incurred extra latency, with
most websites receiving content within 5s. Overall, the latency by
Camoufler implementations on different platforms was satisfactory
enough to support web browsing.

Figure 13: CDF of Time To First Byte (TTFB) for 10 popular
Alexa websites (each downloaded 100 times) for Signal app.

Figure 14: CDF of Time To First Byte (TTFB) for 10 popular
Alexa websites (each downloaded 100 times) for Skype app.

A.2 Location Diversity Additional Results
We demonstrate the results for impact of location diversity in Fig. 17
and Fig. 18. It is evident from the figures that when server was
placed at Amsterdam and San Francisco, clients at different location
across the globe did not observe much variation in performance
when accessing the Alexa top websites.

A.3 On SOCKS Implementation
The default implementation of Camoufler supports accessing web
content. However, we have also implemented Camouflerwith SOCKS
support. SOCKS based implementation helps the client access any
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Figure 15: CDF of Time To First Byte (TTFB) for 10 popular
Alexa websites (each downloaded 100 times) for Slack.

Figure 16: CDF of Time To First Byte (TTFB) for 10 popular
Alexa websites (each downloaded 100 times) for Whatsapp.

Figure 17: Box plot depicting download time (server in Ams-
terdam) of topAlexa-1Kwebsites for varying client location.

TCP or UDP based protocol using Camoufler. Although, using
SOCKS leads to a increase in download time by more than 1.5
times as compared to without SOCKS. Thus, if the goal is to ac-
cess websites, then the default Camoufler implementation should
be used. If other protocols needs to be accessed, then the SOCKS
implementation can be used with a trade-off in performance.

A.4 Implementation details of Camoufler with
different IM apps

We now describe how different IM applications could be used to
transport traffic for Camoufler. The IM apps can be divided into

Figure 18: Box plot depicting download time (server in San
Francisco) of top Alexa-1K websites for varying client loca-
tion.

two categories with respect to implementation feasibility. First cat-
egory applications are the ones which have a dedicated API readily
available for public use (e.g., Signal, Telegram, Slack, Skype and FB
messenger). Second category contains apps which do not provide
API for public use or the API is hard to procure (e.g., Whatsapp,
Wechat).

First category applications were automated utilizing their re-
spective APIs, as they provide an interface to automate sending
and receiving messages. Applications such as Signal and Telegram
fall in this category. Similar to the signal implementation described
in Subsec. 4.1 we automated Telegram using its python API [16].
Additionally, we automated slack using its slackclient utility [10]
to send messages and its Real Time Messaging (RTM) API [13] to
automate processing of receivedmessages carrying blocked content.
Similarly we used the skpy API [9] to automate Skype.

Second category apps could not be directly automated because of
lack of APIs. We believe that, with the kind of penetration IM apps
are having in businesses, building customized add-on applications
over these IM apps would become more popular leading to public
releases of the APIs for them. However, in the meantime, we devised
approaches that could be used to automate such apps. The basic idea
is to automate the GUI of such apps to achieve sending and receiving
ofmessages. Oneway is to use seleniumweb automation framework
to accomplish this task. Thus, we automated Whatsapp using its
actively maintained selenium based API [17]. Similar approach can
be used to automate other apps which provide a web based interface
to send/receive messages.

However, selenium based automation requires regular mainte-
nance as the HTML objects and their IDs (HTML class ID, table
ID etc.), required for identifying individual elements (such as user
chat, message send box etc.) are regularly updated by the IM app
maintainers. Moreover, the approach would not work for apps who
do not provide web based interface but rather a program binary
to be run on desktop systems (e.g., Wechat). Thus, to reduce the
regular maintenance requirement, we used an alternate approach
i.e., we automated the GUI using desktop GUI automation utilities
such as xdotool [21]. xdotool can be easily used to automate typ-
ing, clicking, copy paste, move mouse to a specific pixel on the app
window etc.

We developed a framework, where at the client engine, we send
the blocked content request message by clicking and typing the
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request using xdotool in the app GUI. Similarly, The Camoufler
server keeps polling for new message at a regular time interval
in the app GUI. On receiving the content request, SE uses steps
as described in Camoufler design to retrieve censored content. On
receiving this content, we follow the same procedure to copy and
paste this content in the response text box in the chat window .
Finally, we click at the send button. On the Camoufler client’s end,
CE keeps polling for a response in the Camoufler servers’ chat
window, and on receiving one, processes it and sends to LP which
forwards it to the browser for rendering. We could easily replicate
similar process for all the apps whose APIs are not available or who
do not provide web interface.

Thus, using all the approaches described above, we could auto-
mate roughly all the popular IM apps that are currently available.

A.5 On Traffic Analysis
As already described in §5.1, it is extremely difficult to disambiguate
Camoufler traffic from regular IM traffic. We performed some ad-
ditional experiments to strengthen our claims. As our first set of
experiments (using our experimental setup described in §5.1), we
downloaded different multimedia objects using regular IM client
and a website using Camoufer. The size of multimedia objects and
the webpage was roughly the same i.e., around 300 KB. As evident
from Fig. 19 and 20, packet exchange rate as well as the packet size
distribution of all are very similar. Thus it is difficult to differentiate
Camoufler traffic from regular the IM. This also indicates that, irre-
spective of the type of file being downloaded, the packet exchange
rate and packet size distribution primarily depends on the file size.

Figure 19: Same size (300 KB) object download: Packet ex-
change rate for a webpage download (using Camoufler)
is very similar to multimedia download using regular IM
client (irrespective of the type of multimedia content).

To further establish that Camoufler and regular IM apps result
in very similar traffic characteristics, we conducted the second set
of experiments. We downloaded the the same set of multimedia
objects using regular IM clients as well as Camoufler. It is evident
from Fig. 21, that rate of packets exchanged of Camoufler is akin to
regular IM client. It establishes that Camoufler does not alter any
underlying behavior of the IM channel.

Finally to establish that large size content download would result
in generation of high packet exchange rate, we downloaded three
images (with increasing sizes) using regular IM client (and Camou-
fler). It can easily inferred from Fig. 22, large size image result in
large number of packets exchanged per second. Download of image

Figure 20: Same size (300 KB) object download: Packet size
distribution for a webpage download (using Camoufler) is
very similar to multimedia download using regular IM.

Figure 21: Same object download using Camoufler and reg-
ular IM: Packet exchange rate for objects when downloaded
using Camoufler and regular IM is almost identical.

of size 1 MB resulted in more than 1000 packets per second, whereas
200 KB image download resulted in ≈ 300 packets per second.

Figure 22: Variable size images download: Packet exchange
rate increases with increase in the image size.

We repeated the experiments multiple times, varying the mul-
timedia objects and the websites. Across all our experiments, our
findings were consistent. (1) Since Camoufler use the underlying
IM as-is, traffic footprints of its traffic are very similar to regular
IM app. (2) Irrespective of the medium (Camoufler/Regular IM app)
and the object being download (video, audio, document, image, or a
website etc.), the packet exchange rate and packet size distribution
only depends on the size of the object being downloaded.
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